

Recommended Practices for Safeguarding Access to Confidential Data
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	For Office Use Only
	Date Revised
	     

	Request #:
	[bookmark: Text7]     
	Date Received: 
	[bookmark: Text8]     

	I.
	Identification/Eligibility

	Name, Address, Phone numbers
	Type of Organization

	Requestor Name:
	[bookmark: Text1]     
	[bookmark: Check1]|_|	Government Entity
|_|	Law Enforcement Agency
|_|	Regulatory Agency
|_|	Other:      

|_|	Nonprofit Educational Institution
|_|	University of California
[bookmark: Text46]|_|	Other:      

	Name of Project:
	     
	

	Organization:
	     
	

	Address:
	[bookmark: Text17]     
	

	City:      
	State:      
	ZIP:      
	

	Phone #: 
	[bookmark: Text42]     
	

	FAX #: 
	[bookmark: Text43]     
	

	E-Mail Address: 
	[bookmark: Text44]     
	

	Statutory Mandate
	

	[bookmark: Check4]|_|	Request is a statutorily mandated activity
· [bookmark: Text56]Legal citation:      

	II.
	Project Description

	Purpose

	· Clearly state the general purpose of your project. (What specific questions will be answered by this project?)
[bookmark: Text59]     
· Provide a broad overview of how the data you are requesting will be used to achieve the purpose of this project. Please include a description of both the study population and any control groups that are utilized.
[bookmark: Text23]     

	


Requested Data

	· Indicate the databases and years of data you are requesting
[bookmark: Check35][bookmark: Text69]|_| Patient Discharge Data (PDD) 	Years	     
[bookmark: Check36][bookmark: Text70]|_| Ambulatory Surgery Center Data (ASCD) 	Years	     
Please Note: Ambulatory Surgery (ASCD) data include encounters from general acute care hospitals and licensed freestanding ambulatory surgery clinics, during which at least one ambulatory surgery procedure is performed. If a hospital-based ASCD encounter resulted in a same-hospital admission, the hospital-based ASCD encounter would be combined with the inpatient record. A separate ASCD record would not be reported for that encounter. When analyzing ASCD records, you may want to include the PDD records for which the route in the Source of Admission is noted as Ambulatory Surgery and the Licensure of Site is noted as “This Hospital.”
[bookmark: Check37][bookmark: Text71]|_| Emergency Department Data (EDD) 	Years	     
Please Note: Emergency Department Data (EDD) includes encounters from hospitals licensed to provide emergency medical services. EDD services include basic, standby, or comprehensive. Urgent care should not be automatically considered an EDD encounter. If the EDD encounter resulted in a same-hospital admission, the EDD encounter would be combined with that inpatient record and no separate EDD record would be reported. When analyzing EDD records, you may want to include the PDD records for which the route in the “Source of Admission” is noted as the hospital’s own emergency room (“Your ER”).
[bookmark: Check38][bookmark: Text73]|_| Linked PDD/ED/AS/Birth Cohort Data	Years	     

Probabilistic - mortality linkages to Patient Discharge Data 
[bookmark: Check39]|_| Linked Patient Discharge Data and Vital Statistics Death Statistical Master File (VS-DSMF)
[bookmark: Text72]  (Version A  – death linked to the last admission to a general acute care hospital — 1990- Most Recent Year Available)	        Years  	     
|_| Linked Patient Discharge Data and Vital Statistics Death Statistical Master File (VS-DSMF)
  (Version B – death linked to the last admission to any hospital — 1990 - Most Recent Year    Available)                                                                                                               Years          

Deterministic-Heuristic - mortality linkages to Patient Discharge Data                                                                                                                       
|_| Linked PDD and VS-DSMF (2005-Most Recent Year Available)	          Years        
|_| Linked EDD and VS-DSMF (2005 - Most Recent Year Available)	           Years       
|_| Linked ASD and VS-DSMF (2005 - Most Recent Year Available)	          Years        




	
|_| CA Coronary Artery Bypass Graft (CABG) File 
(Please complete and attach the data grid provided in the original Request package)
	|_| 2003-2004
	|_| 2007-2008
	|_| 2011

	|_| 2005-2006
	|_| 2009
	|_| 2011-2012

	|_| 2007
	|_| 2009-2010
	|_| 2013




· Indicate the format you prefer
|_|	SAS
|_|	Comma Delimited (TXT)

	

	· Briefly explain why the years of data being requested are necessary for your research.
     
· Have you done a statistical power calculation?	|_| Yes	|_| No
· What is the required sample size you need to test your hypothesis?
     
· Describe and justify the subset of records you are requesting. For example, a geographic subset (county), age-specific subset (under 18 years of age), or gender-specific subset (female).
     
· If you are requesting all records, provide a clear explanation why subsets can not be utilized.
[bookmark: Text39]     
· List and briefly describe the need for each requested data variable. (Please refer to specific data form for justification information.)
[bookmark: Text40]     

	III.
	Applications

	Will the requested data be used in any of the following ways?

	· [bookmark: Check30][bookmark: Check31]Geographic Information System (GIS)	|_| Yes	|_| No
· If yes, please describe.
     
· Combination/merge/coordination with other data set(s) or databases	|_| Yes	|_| No
· If yes, please describe, including a description of the data variables within other data sets or databases (for example census data, hospital level demographics, socioeconomic indicators, etc.)
     
· Linked patient-level information 	|_| Yes	|_| No
· If yes, please: Describe this patient-level information, including a list and description of the data variables that comprise it (including OSHPD data).
     
· Describe the linkage methodology.
     
· List the data variables that will be used to accomplish the link.
[bookmark: Text48]     

	Note: Approvals to use these data sources other than OSHPD files must be provided (see Approvals below)

	IV.
	Products

	Note: Patient-level data can not be contained in any product that is distributed beyond the requestor.

	· What products will be developed from this project? (Example; reports or articles).
     
· If the end product is an article, please provide the name of the journal(s) you plan to submit it to.
     
· Please include a brief description of each product including the level of detail to be contained in any charts, graphs, tables, or maps.
     
· Describe how you will treat small cells within the data products to avoid identifying individuals. (Note: Small cell is considered < 15. For explanation: http://www.oshpd.ca.gov/Boards/CPHS/Bulletins/3CPHS.pdf )
[bookmark: Text27]     

	V.
	Security

	· Are interim files created in the processing of the data? 	|_| Yes	|_| No
· If yes, please describe what data elements are included in each file and what variables are dropped or masked.
[bookmark: Text67]     

	Note: Describe, in detail, the security measures under which you propose to use, maintain, and store the requested data. Address each of the main categories below. Please see the attached “Recommended Practices for Safeguarding Access to Confidential Data” for guidelines.

	· System: (ie stand alone, host based, networked):
[bookmark: Text80]     
· Hardware/Software:
[bookmark: Text47]     
· Access Control:
[bookmark: Text76]     
· Physical Environment:
· [bookmark: Text77]     
· Data Storage:
· [bookmark: Text78]     
· Encryption:
· [bookmark: Text79]     


	VI.
	Access to Data

	0. Who will have access to the data?
     
Relationship to sponsoring institution:
|_| Faculty

|_| Student

|_| Contractor (Please complete Section VI.B. for all contractors)

|_| University staff/employees)

|_| Other:
Explain:      

	B.	Will an outside contractor(s) be used?	|_| Yes	|_| No

	· If yes, please provide the following information for each outside contractor. System, Hardware/Software, Access Control, Physical Environment, Data Storage, and Encryption. Please see the attached “Recommended Practices for Safeguarding Access to Confidential Data” for guidelines. (If you are using more than three outside contractors, please complete the same information for all outside contractors. Add additional sheets as needed.)

	Contractor #1

	Name:
	[bookmark: Text60]     
	Telephone:
	[bookmark: Text63]     

	Organization:
	[bookmark: Text61]     
	Fax:
	[bookmark: Text64]     

	Address:
	[bookmark: Text62]     
	E-mail:
	[bookmark: Text65]     

	Function:
	[bookmark: Text66]     

	· Describe which data will be provided to this contractor and describe, in detail, the security measures that they propose to use, maintain and store the requested data.
     
Note: Address each of the main categories above. 

	Contractor #2

	Name:
	     
	Telephone:
	     

	Organization:
	     
	Fax:
	     

	Address:
	     
	E-mail:
	     

	Function:
	     

	· Describe which data will be provided to this contractor and describe, in detail, the security measures that they propose to use, maintain and store the requested data.
     
Note: Address each of the main categories above.

	VII.
	Approvals

	· Approval(s) to use other database(s) is/ are:

	[bookmark: Check32]|_|	Attached
[bookmark: Check33]|_|	Pending approval
[bookmark: Text49]expected approval date:      
[bookmark: Check34]|_|	Not required or applicable

	VIII.
	If this request is subject to CPHS review

	· CPHS approval is:
|_|	Attached
· Project Number:      
· [bookmark: Text82]Date current CPHS protocol expires:      
· Pending approval 
|_|	Attached
· Expected approval date:      
|_|	Draft (with initial data request submission)

	Note: The CPHS recommendation and protocol must accompany the final request. You must maintain a current approved CPHS protocol for the full period of time you wish to hold the OSHPD data and provide copies to OSHPD of each letter of approval from CPHS for annual renewals of your project protocol. Your organization’s Internal Review Board (IRB) cannot be a substitute for CPHS approval.

	IX.
	Data will be returned to OSHPD for destruction by:       

	NOTE: Data, including the original files provided by OSHPD and any interim files that contain patient-level data created during the project, must be returned to OSHPD by the earlier of the expiration date of your CPHS protocol or the data return deadline set forth above. You may request an extension of time on your data request to OSHPD; however, you must maintain a current CPHS protocol and provide a copy of the CPHS letter of approval with your extension request to OSHPD. In addition, during the period of time you are in possession of OSHPD data, please provide copies of any letters of approval from CPHS for annual renewals of your project protocol. 
To request an extension of time on your OSHPD data request, please send a letter asking to extend the return date along with a current CPHS approval letter and current protocol to: OSHPD/HIRC, 400 R Street, Room 250, Sacramento CA 95811-6213. Upon approval of this request OSHPD/HIRC will send a letter confirming the revised extension date.
Website: The Office of Statewide Health Planning & Development maintains a website that is accessible to the general public. As a way of letting the public know how OSHPD data can be used to contribute to medical knowledge, we list the following information on our website once data has been released to you: your name, the name of your institution, CPHS Project number, and the name of your research project. The description of the data will not be included.
This information can be found at: http://www.oshpd.ca.gov/HID/Data_Usage/index.html  

	
	
	[bookmark: Text74]     

	Signature of Requestor
	
	Date

	     
	
	

	Requestor Name (Please Print)

	

	For Student Requestors only:

	
	
	     

	Signature of Faculty Advisor 
	
	Date

	     
	
	

	Faculty Advisor  Name (Please Print)
	
	



Thank you for completing this request. Please submit your completed request forms to:
· E-mail: HIRCNonPublic@oshpd.ca.gov  
If e-mail is not available, you can also contact us at:
· Fax:    916-324-9242 Attention: HIRC Non-Public Data Request Dept.
· Mail:    OSHPD-HIRC, 400 R Street, #250, Sacramento, CA 95811-6213
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To provide a secure working environment for use and storage of source data and all working files of NONPUBLIC PATIENT LEVEL DATA, OSHPD requires that security measures be evaluated before data is stored on a system. The security requirements below are measures which are expected on a secure system. Additional security requirements for specific system types can be found on the following pages. Researchers that do not maintain their own system should validate security requirements with the system security professionals.

Definitions of the types of systems used are:
1. Standalone Computer – a computer with no communications to external systems
2. Networked Computer – a single computer with external communications (such as Internet), and it is not used as a server
3. Host-based system – a computer or terminal that attached to a server where the programs and/or data is maintained on the host computer


The following are found on secured systems:
Software:
· Anti-Virus 
· Anti-Spyware (examples of available products include: Adaware™, spybot™, Pest Control™, Giant™, Symantec 9, or Pest Patrol™)
· No remote access software (i.e., PC Anywhere™, Remote Control™, SNMP, etc.)
Access Control:
· Access must be restricted to the authorized individual(s)
· Password length must be a minimum of eight characters for windows based systems
· Passwords should be a mix of alphanumeric characters and symbols
· Passwords cannot be observable (cannot be read when entered) or recordable (cannot be captured in a key logger or other similar device or system), guessable; shared with others, or stored in a readable format
Physical Environment:
· Monitor must be positioned to prevent others from viewing text on screen
· Printers should be placed in close proximity for quick pickup of printouts
· Password protected screen savers must be used when a computer is in a shared workspace
Data Storage:
· Store removable media (CD-ROM, diskette, USB Drive, etc.) in a locked cabinet or drawer
· Data stored on hard drives must be encrypted
Encryption:
· Acceptable encryption standards include Triple-DES; PCP; AES; Windows file encryption system


The following are additional security requirements specific to the type of computer used
1. Stand-alone Computer 
Software: 
· Anti-Virus and Anti-Spyware scans are required before the CD containing the data is initially accessed
2. Networked Computer
Software:
· Anti-Virus continuous scan 
· Anti-Spyware continuous scan 
· Security patches must be kept current (i.e., Microsoft Windows™, Internet Explorer, media players, etc.)
Hardware:
· External firewall (such as net gear™, Cisco pix™ or other that is NCSA certified)
· Host Intrusion System (such as Zone Alarm™) Note: Windows™ firewall does not provide adequate security
Network:
· NO WiFi connections
Back-ups:
· Backups of the data are to be restricted to the researcher and authorized staff. The backups of the data should be stored separately from the network backups. No data should be stored with the network backups
Services:
· Disable all unnecessary services
· Peer-to-peer services must be disabled (i.e., Kaaza, edonkey, emule, etc.)
· File sharing must be prevented
Logs:
· Must be maintained for use of data 
· Must be maintained for all Read access to data
· Are to be kept for the entire period of authorization for use of data 
3.	Host-based System
Network:
· Intrusion Detection System
· Firewall 
· NO WiFi connections
· Network connections must be isolated and secured
Services:
· Disable all unnecessary services
· Peer-to-peer services must be disabled (i.e., Kaaza, edonkey, emule, etc.)
· File sharing must be prevented
Software:
· Anti-Virus – continuous scan
· Anti-Spyware – continuous scan 
· Security Patches must be kept current
Back-ups:
· Backups of the data are to be restricted to the researcher and authorized staff. Ensure that the data is backed up but stored separately from the Host backups. No data should be stored with the Host backups
Logs:
· To be stored on an external system
· Must be maintained for use of data 
· Must be maintained for all Read access to data
· Are to be kept for the entire period of authorization to data 


Additional Security Guidelines
Acceptable options for data destruction include:
· Use of cross-cut shredder for any hardcopy printouts of any portions of the patient level data
· Shred or break CD-ROM and diskettes into small pieces (disassemble diskette to cut disk into small pieces)
· Use of demagnetizer for magnetic media

In the event of a hard drive failure: if the nonpublic patient level data cannot be removed from a hard drive prior to recovery efforts, a confidentiality agreement must be signed with the recovery services before commencing work.

At the conclusion of the project: secure erasure techniques are to be employed to ensure deletion of patient level data. All temporary files containing patient level data must be deleted and a signed notification, listing the procedure used to ensure permanent deletion of all temporary files, sent to OSHPD.





Disclaimer: software products listed are used as examples only. OSHPD does not endorse any of the software products listed.
